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(1) Use of Programmable calculator & any other electronic instrument is prohibited.
(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.

(4) Assume suitable data if needed.

Q-1

a)

b)

f)

9)

Attempt the following questions: (14)
How many key/s is/are used in symmetric key cryptography? 01
Al B) 2 C)3 D)0
What is the Full Form of CA? 01
A) Certificate B) Certified C) Certificate D) Certified
Authority. Authority. Authentication.  Authentication.
What is the full form of IDS? 01
A) Insider B) Intrusion C) Intrusion D) Intrusion
detection deciding detection detection setup
systems systems systems
Keys that are bits long cannot be cracked by brute-force means 01
within a reasonable period of time.
A) 128 B) 28 C) 64 D) 56
What is the use of Password? 01
A) For User B) To Prove C) Both Aand B. D) None of
Authentication. Identity of User. Above.
Which of the following are types of Attacks? 01
A) Trapdoor. B) Backdoor C) DOS. D) All of Above
What is Internet? 01
A) Single B) Collectionof C) D) None of
Network. Different Interconnection ~ Above.
Network. of LAN.

Trafic analysis is type of attack. 01
A)active B)passive C)both A,B D) none
Which of the following is type of Firewall? 01
A) Packet B) Application- C) Bastin Host D) All of Above
Filtering Router  level Gateway
One security protocol for the email system is 01

A) IPSec B) SSL C) PGP D) None of the

above
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k) Keys that are bits long cannot be cracked by brute-force means 01
within a reasonable period of time.

A) 128 B) 28 C) 64 D) 56
[)  Which of the following protect the computer from malware? 01
A) disk cleanup  B) malware C) disk D) antivirus
defragmenter
m) In cryptography coded message is called 01
A) cipher text B) decryption C) plain text D) encryption
n) is a software that collects information from a computer 01
and transmits it to another system.
A) Spyware B) Hardware C) Firmware D) Software
Attempt any four questions from Q-2 to Q-8
Q-2 Attempt all questions (14)
a) Explain SSL in detail. 07
b) Explain IP Security. 07
Q-3 Attempt all questions (14)
a) What is different between virus and warms? Explain types of virus. 07
b) Explain Caesar cipher and Monoalphabatic cipher. 07
Q-4 Attempt all questions (14)
a) Explain model for network security. 07
b) List substitution techniques and explain anyone.
Q-5 Attempt all questions (14)
a) Explain Caesar cipher and calculate cipher text for given plain text 07
“DIPLOMA” and given key “4”using Caesar cipher.
b) Explain DOS and DDos in detail. 07
Q-6 Attempt all questions (14)
a) Explain Piggybacking and Shoulder surfing in detail. 07
b) Explain Firewall in detail. 07
Q-7 Attempt all questions (14)
a) Write a short note: Digital Signature. 07
b) What is threat? Explain in detail. 07
Q-8 Attempt all questions (14)
a) Write a note on Hill cipher. Give appropriate example. 07
b) Explain Play Fair Cipher Encryption and Decryption. 07
Q-1 Attempt the following questions: (14)
) RARs $l GrlouslHi 3ecll ol Guallol aat B2 01
A) 1 B) 2 C)3 D)0
b) CA of yol 2a3u g ®? 01
A) uR(3e B) ulEseSs c) ul(3¥e D) UBsLeSs
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<)

d)

€)

9

h)

1)

K)

A2, A2, WA o,

IDS of Y3 ol Wl

A) Insider detection  B) Intrusion C) Intrusion
systems deciding systems  detection systems

@2 ¥ Aettell cioll 8l A ¢z fA wes ol AR uHa auol Asdl yde

.

A) 128 B) 28 C) 64

wadall Guallal g 82

A) duzlasdl B) auRlasdiell C) A ual B vial.

yrlls2e 1. o A
scl.

ol Aot HIYl 52U WS5UAL USIR B?

A) QUSIR. B) As3R C) DOS.

o2Ra\2 g B?

A) Rbictaeas. B) [@Au C) LANG]
a2ctboll Bo2R 505Ut
dale.

235 AoQR A gHCLAl USIR B,
A U2 B) Q%2 C) G A B

Al AAHIYL 58 g2l UslR B2
A We (3Rl B) AMABAA- C) ARRel 8l

AG2R Add dea

A Qe U2 As Yel NASA ©
A) IPSec B) SSL C) PGP

WA F A,

D) Intrusion detection

setup

D) 56

D) Guuil s1¢
atel.

D) GURell ¢ltl

D) GURscHisl
& o8l

D) 8¢ o1&l

D) GURell ¢l

D) GUscuisl
A ol

Qe cioll Slal cuesoll AHuoUHL ¢ S sl 35 53] astdl «tell.

A) 128 B) 28 C) 64

ol ActiHiell 53 Sl1ejeral M AR YA 52 &2
A) (s B) HIAAR c) [3s

@)

U
Sy

»
1®

AR T
2 <
e 2

i

c
A

D) 56

D) dlcuA

01

01

01

01

01

01

01

01

01
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(AU RESIRECT

m) Glonlui S13s NA% sdcltHi A D
A) wssRese  B) BBEwlet C) UWEl2s2 D) Wl elet

n) A As WA B B sligjeHiell 1R Assl 52 B ual Aa olle
Rennl elere 52 B.
A) ulaAdR B) &l8aR c) sdar D) AsedR

Attempt any four questions from Q-2 to Q-8

Q-2

Q-3

Q-4

Q-5

Q-6

Q-7

Q-8

a)

b)

a)

b)

b)

Attempt all questions
SSL o\ (Qolctallr AHstAl.

IP Y28l AH.

Attempt all questions
LAY A AL <R 9 dglald B? clA-Al YSIRL AHRLA

A2 WHF WA HARMCHARS UBF UM A,

Attempt all questions

aea yell Hie H3A yHdl.

UURR Y2 dAsollsloll YA ololldl U SSURLA AMA.

Attempt all questions

01

01

(14)
(07)

(07)

(14)
(07)

(07)
(14)
(07)
(07)
(14)

232 ABHR UHAA A WA ULEL 252 "DIPLOMA" M2 AB$R eseeoll otdl  (03)

5 Aol Y232 WU GUAL s3a 4" 1 AL

DOS WA DDos A ([t el AHeAl

Attempt all questions

QollA(Sat wat 20 es? UlFata (Adtctetr UM A
glARAAA (Aot dHestal.

Attempt all questions

g8l olld AWll: (S(Bec srclleR.

sl 9 B? (Adtdalr UMl

Attempt all questions

R AB SR UR A olltd AWl 20192 GELSWL AW

QA ¥R ULB SR WlHWlol WA (B WLlet -l

u
Sy
g, T
& :
e 2

i

S
1®

c
A

@)

(07)
(14)
(07)
(07)
(14)
(07)
(07)
(14)
(07)
(07)
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